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Overview

Consider problems in financial trading caused by “random delay jitters”

* Fairness: In-order execution of transactions
* Fair access to data: Market participants should receive order book data simultaneously
* Protection from front running

And ask

* How can nanosecond-level clock sync at scale remedy these problems?
* How to obtain accurate clock sync at scale in commodity networks without special
hardware or infrastructure investment?

Focus on both

* Current on-prem exchange networks
* Future exchange networks in ad hoc, heterogeneous cloud environments
-2 Including some demos




A new clock synchronization system

Huygens: Originated at Stanford as an ML-based clock sync solution
* As part of the Self-Programming Networks research program
e Paper: https://www.usenix.org/node/211256
* Main ideas and results previously presented at STAC

Developed for commercial application as TTCS by Tick Tock Networks

 Software-based solution scales to 1000s of nodes
 Nanosecond-level clock sync accuracy with NIC hardware timestamps
* Microsecond-level accurate with CPU/VM/container timestamps
 Deploys on-prem or in one or more regions of the cloud



https://www.usenix.org/node/211256
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Applications to Financial Trading
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Today, sunny to partly cloudy, hot,
humid, high 94. Tonight, clear, very
warm, humid, low 78. Tomorrow,
hazy sunshine, very hot, humid,
high 98. Weather map, Page A20.
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KREMLIN'S LINKS
T0 BREXIT PUSH
GET A NEW LOOK

COURTING BANKROLLERS

Parallels to U.S. Inquiry
as Investigators Focus
on 2016 Meeting

By DAVID D. KIRKPATRICK
and MATTHEW ROSENBERG

LONDON — Arron Banks, a
British financier who bankrolled
the campaign for Britain to leave
the European Union, has long
bragged about his “boozy six-
hour lunch” with the Russian am-
bassador eight months before the
vote.

Some also wondered about Mr.
Banks’s Russian-born wife and
their custom license plate, X MI5
SPY, after the British intelligence
agency, MI5. But Mr. Banks al-
ways laughed off questions about
his ties to the Kremlin.

Now, a leaked record of some of
Mr. Banks’s emails suggest that
he and his closest adviser had a
more engaged relationship with
Russian diplomats than he has
disclosed.

While Mr. Banks was spending
more than eight million British
pounds to promote a break with
the European Union — an out-
come the Russians eagerly hoped
for — his contacts at the Russian
Embassy in London were opening
the door to at least three poten-
tially lucrative investment oppor-
tunities in Russian-owned gold or
diamond mines.

One of Mr. Banks’s business
partners, and a fellow backer of
Britain’s exit from the European
Union, or Brexit, took the Rus-
sians up on at least one of the
deals.

The extent of these business
discussions, which have not been
previously reported, raises new
questions about whether the
Kremlin sought to reward critical
figures in the Brexit campaign.
Much as in Washington, where in-
vestigations are underway into
the possibility that Donald J.
Trump’s campaign may have co-
operated with the Russians, Brit-
ain is now grappling with whether
Moscow tried to use its close ties
with any British citizens to pro-
mote Brexit.

In Washington, the investiga-
tors for the special prosecutor,
Robert S. Mueller III, and Demo-
crats on the House Intelligence
Committee have also obtained
records of Mr. Banks’s communi-
cations, including some with Rus-
sian diplomats and about Russian
business deals.

And they have taken a special
interest in close ties Mr. Banks
and other Brexit leaders built to

Continued on Page A9

Battling Tanks, Troops and Twisted Truths

Anmerican soldiers in Eastern Europe holding training exercises to combat Russia’s military might and manipulation tactics. Page A7.

Once Deemed Too Radical for Mexico, He Now May Be President

By AZAM AHMED

GUADALAJARA, Mexico —
Andrés Manuel Lopez Obrador
nodded at the sea of red T-shirts
and flag-waving devotees
jammed into a plaza in Guadalaja-
ra.

Never before had such a crowd
welcomed him here. In his previ-
ous campaigns for the president’s
office, residents of Guadalajara,
the wealthy capital of the state of
Jalisco, shunned him, considering

his leftist platform too radical.

But this time, only days before
one of Mexico’s most important
elections in decades, the cheers
reflected a nationwide shift — and
the ability of Mr. Lopez Obrador to
ride it.

“We have had three transfor-
mations in the history of our coun-
try: our independence, the reform
and the revolution,” he told the
crowd. “We are going to pull off
the fourth.”

As corruption and violence
gnaw at Mexico’s patience, voters

have turned to a familiar face in
Mr. Lépez Obrador, a three-time
candidate for president who once
shut down Mexico City for months
after a narrow loss, refusing to ac-
cept defeat.

Brandishing a deep connection
with the poor, built over more than
a decade of visits to every corner
of this country of 120 million, he
has managed a staggering lead
ahead of Sunday’s vote.

If the poll numbers bear out on
Election Day, Mr. Lépez Obrador
— who has promised to sell the
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presidential plane and convert the
opulent presidential palace into a
public park — could win by a land-
slide, putting a leftist leader in
charge of Latin America’s second-
largest country for the first time in
decades.

He s currently 20 to 30 percent-
age points ahead of his closest ri-
val, a stunning reversal for a poli-
tician whose future was far from
clear just a few years ago. But a
broad disgust with Mexico’s poli-
tical establishment has brought

Continued on Page A8

The presidential candidate Andrés Manuel Lépez Obrador during the closing rally of his campaign on V“',.é"dnesday in Mexico City.

G.M. TELLS TRUMP
TARIFF PLAN PUTS
U.S. JOBS AT RISK

CAUGHT IN TRADE WAR

Warns Auto Prices Could
Rise by Thousands,
Sapping Demand

By TIFFANY HSU

General Motors warned Friday
that if President Trump pushed
ahead with another wave of tar-
iffs, the move could backfire, lead-
ing to “less investment, fewer jobs
and lower wages” for its employ-
ees.

The automaker said that the
president’s threat to impose tar-
iffs on imports of cars and car
parts — along with an earlier
spate of penalties — could drive
vehicle prices up by thousands of
dollars. The “hardest hit” cars,
General Motors said in comments
submitted to the Commerce De-

partment, are likely to be the ones

bought by consumers who car/
least afford an increase. Demar d
would suffer and producton
would slow, all of which “csuld
lead to a smaller G.M.”

The president has pr moted
tariffs as a way to proter / Ameri-
can businesses and wor sers, aim-
ing at dozens of nation vith metal
tariffs, as well as brip 4ing broader
levies against Chinr se goods. But
companies, whict /rely on other
markets for sale; production and
materials, have deen increasingly
vocal about tb £ potential damage
from his poli des.

The warr /g by G.M., echoed in
comments /by trade groups and
other av omakers, could test the
preside 4t’s aggressive approach
to tra /e and his commitment to
busi &ss. In the past, Mr. Trump
has sauded General Motors for its
jo'/ creation and vowed to defend
t 4e auto industry.

/A G.M. spokeswoman, Dayna

( Hart, said that the company had
'| no contingency plans calling for

job cuts, but that such a move was
“something that could happen.”

“We are still assessing the im-
pact,” she added.

The White House did not re-
spond to a request for comment.

G.M. and other industry leaders
are caught in the middle of an es-
calating trade war that has
prompted retaliation from the Eu-
ropean Union, Mexico, Canada
and China.

Last month, Mr. Trump ordered
an investigation into whether im-
ported cars and automotive com-
ponents pose a national security
risk, calling for penalties expected
tobe as high as 25 percent. The ad-
ministration has already put lev-
ies on imported steel and alu-
minum, and is about place tariffs

Continued on Page A17

Firing of Comey Left Rosenstein

Feeling ‘Shaken’ and Exploited

By MICHAEL S. SCHMIDT and ADAM GOLDMAN

WASHINGTON — In the days
after the FB.I. director James B.
Comey was fired last year, the
deputy attorney general, Rod J.
Rosenstein, repeatedly expressed
anger about how the White House
used him to rationalize the firing,
saying the experience damaged
his reputation, according to four
people familiar with his outbursts.

In public, Mr. Rosenstein has
shown no hint that he had second
thoughts about his role — writing
a memo about Mr. Comey’s per-
formance that the White House
used to justify firing him. “I wrote
it. I believe it. I stand by it,” Mr.
Rosenstein said to Congress last
year.

But in meetings with law en-
forcement officials in the chaotic
days immediately after Mr.

Comey’s dismissal, and in subse-
quent conversations with col-
leagues and friends, Mr. Rosen-
stein appeared conflicted, accord-
ing to the four people.

He alternately defended his in-
volvement, expressed remorse at
the tumult it unleashed, said the
White House had manipulated
him, fumed how the news media
had portrayed the events and said
the full story would vindicate him,
said the people, who in recent
weeks described the previously
undisclosed episodes.

According to one person with
whom he spoke shortly after Mr.
Comey’s firing, Mr. Rosenstein
was “shaken,” “unsteady” and
“overwhelmed.”

Another person in touch with

Continued on Page A16

Whittling a New York Minute  In Gunman’s Rage, Something
To 100 Billionths of a Second  Eerily Familiar for Newsrooms

By JOHN MARKOFF

SAN FRANCISCO — Computer
scientists at Stanford University
and Google have created technol-
ogy that can track time down to
100 billionths of a second. It could
be just what Wall Street is looking
for.

System engineers at Nasdaq,
the New York-based stock ex-
change, recently began testing an
algorithm and software that they
hope can synchronize a giant net-
work of computers with that nano-
second precision. They say they
have built a prototype, and are in
the process of deploying a bigger
version.

For an exchange like Nasdaq,
such refinement is essential to ac-
curately order the millions of
stock trades that are placed on
their computer systems every

second.

Ultimately, this is about money.
With stock trading now domi-
nated by computers that make
buying and selling decisions and
execute them with blazing speed,
keeping that order also means
protecting profits. So-called high-
frequency trading firms place
trades in a fraction of a second,
sometimes in a bet that they can
move faster than bigger competi-
tors.

The pressure to manage these
high-speed trades grows when the
stock market becomes more vola-
tile, as it has been in recent
months, in part to prevent the
fastest traders from taking unfair
advantage of slower firms. High-
frequency traders typically ac-

Continued on Page A17

By TIM ARANGO and JOHN HERRMAN

Years ago, Joe Kieta was out to
dinner at a nice restaurant with
his wife, celebrating their second
anniversary.

Mr. Kieta, then the editor of The
Merced Sun-Star in Merced, Calif.,
had just published a series of arti-
cles that led to the ouster of the lo-
cal district attorney. As he was
eating, a friend of the district at-
torney showed up and asked Mr.
Kieta to go outside.

The man “challenged me to a
fight right in the middle of this
fancy restaurant,” Mr. Kieta, now
the editor of The Fresno Bee in
California, said on Friday.

The fatal shooting a day earlier
at The Capital Gazette in Annapo-
lis, Md., reverberated throughout
newsrooms across the country,
not only for its tragedy but also for

the familiarity of conflicts like the
suspected gunman’s long-running
feud with the paper. Many report-
ers and editors, especially at the
local level, have stories of being
confronted or harassed by a resi-
dent upset by something in the
newspaper. Unlike Thursday’s
shooting, in which five people
were killed, few of these situations
end in violence.

The suspect, Jarrod W. Ramos,
38, had hounded the paper for
years, after the publication of an
article about his conviction in a
criminal harassment case involv-
ing online threats against a for-
mer classmate. He filed lawsuits,
posted highly personal comments
about reporters online and rou-
tinely intimated violence on social

Continued on Page A14
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Whittling a New York Minute
To 100 Billionths of a Second

By JOHN MARKOFF
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scientists at Stanford University
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Challenge #1: In-order Execution of Transactions
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Solution: Create “Time Perimeter” Using Accurate Clock Sync
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#2: Deliver Market Data Simultaneously
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Solution: Time Perimeters + Hold-and-Release Buffers

Create Time Perimeters

at the Gateways ...

... or adjacent to the
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Timestamp order books at
the Matching Engine and ...

... release them
simultaneously at
(geographically) different
locations
(Gateways or MP nodes)



DEMO of Simulated Stock Exchange in the Cloud
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#3: Multi-venue Trades
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Solution: Time Perimeter + Hold-and-Release Buffers
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Clock Sync at Distance:
The Stanford CloudLab Experiment




CloudLab

3 sites — Utah, Wisconsin and Clemson
— Connected through Internet2’s 100Gbps network

e RTT between the sites

— Utah <-> Wisconsin: 36ms
— Utah <-> Clemson: 52ms

— Wisconsin <-> Clemson: 26ms

e Don’t know the routes



http://www.internet2.edu/

CloudLab: A Heterogeneous Environment

2-layer fat-tree network in each site

Utah: 10Gbps
— Mellanox ConnectX-3 Pro NICs

Wisconsin: 1Gbps
— Intel 1350 NICs

Clemson: 1Gbps
— Intel 1350 NICs

All NICs support hardware timestamping



Clock Sync Accuracy

Single-site: Utah

p50 Huygens NTP pP99.9 Huygens NTP

0% load 50%load O0%load 50% load 0%load 50%load O0%load 50% load

HW 2ns 9ns 7.9us 6.7us HW 26ns 54ns 21ms 14ms
timestamp timestamp

SW 95ns 80ns 61us 67us SW 486nNSs 384ns 9ms 54ms
timestamp timestamp

Multi-site: Utah, Wisconsin, Clemson

Huygens

P50 099.9 p50 P99.9

HW 2.8us 10.0us 52ms 57ms

timestamp

SW 2.7us 10.2us 52ms 73ms

timestamp




DEMO of Tick Tock: Multi-Site
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Tick Tock: A Modern, Software-based Solution for
Accurate Time Sync & Infrastructure Monitoring

1

1

NIC, Host, VM, Container

Not STAC Benchmarks

HW timestamp SW timestamp
<10 ns 100s of ns - s

Tick Tock

Deploy in minutes. Sync Anywhere. Complete Visibility.

1

High accuracy and high performance clock sync
* Nanosecond-level with NIC hardware
timestamps
e Support single-site sync and multi-site sync
(regional and global)
e Scale upto 10s of 1,000s of servers

Complete visibility and insights across clocks,

servers and network

e Monitor and visualize clock sync
performance

e Correlate clock and network performance to
pin point and fix issues, including one-way
delay measurements and analytics

 |nter-site connectivity: identify path
asymmetry and path delay changes.

Easy to deploy and manage
* Install, config, and run in 30 minutes
« Admin console, APIs, and reporting



