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Challenges for Financial Trading Networks
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/' Market Data Traffic Increasing

Finding Sequence Errors in Real-Time

'::l Low-Resolution Monitoring Hides Problems

@ Compliance with MiFID Il Regulations



@ Market Data is Increasing

Challenges
e Markets = Event Driven

e Spikes = Lost Data

e Spikes Are Invisible

Predictive high-resolution
monitoring that identifies

problems before end-users
are impacted
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cBurst Finds Problems Before Users

Impacted

Proactive alerts identify
problems in real-time

o h

Market

Data
Feeds

233.200.79.128:62128
(CTS 1/Network A)

Allowing you to identify
the specific problem feed

© 2016 cPacket Networks Confidential and Proprietary. Not to be distributed without express written consent of cPacket Networks, Inc. ‘ 0‘ C p aCket

NNNNNNNN



@ Market Feed Gap Detection

Challenges
e Traffic Bursts = Gaps

* NPBs = Gaps or Ghosts
e Full Coverage = $55S$

Real-time detection of

sequence anomalies (gaps)
performed in hardware at
up to 40Gbps line rate
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ldentify Gaps in Market Data Feeds

Mode: € Live Timeline Edit Utilization: € Percentage Prefix Raw all: @  bandwidth N ] system alerts: user alerts: 2 search

17:30:04 # 321

8
]
Y 8®

Client 1 ) Server Farm

Deploy at critical points in infrastructure
Enable and set alarms
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ldentify Gaps in Market Data Feeds

“ The wireshark Network Analyzer

Eile Edit wiew Go Capture Analyze Statistics Help
1 2 3 a4 5 6 7 8 E =] =
x @ & [ ¢ 0 F L E @ Q@ [ M & Q
Mode: @ Live Timeline Edit vl = Expression.. |'@gear| of App|y| lalerts: user alerts: search:
17:30:04 # 321 eoe , I 7 , I 8 , 5@ rce Destination Protocol Info
- =)
115 4.252.103. 16 207.183.142.87 TCP 22 = 1013 [ACK] Seq=544 Ack=3085 Win=16384 0.90% Fud
117 5S4 53.550000 207.183.142.87 204.252.103. 16 TCP 1013 = 22 [ACK] Seq=3085 Ack=645 Win=32256
c"ent 1 118 342 53.920000 204.252.103.79 255.255.255.255 BOOTP [Packet size limited during capturel
Time 118 240 S4.210000 EOCEEOO0.0D60S735be7l EEEEEEEE. ffffffffffff nMPI [Packet size limited during capturel fm
1z0 189 S4.250000 o0:ze:af:oz:da: st 03:00:00:00:00:01 SME [Packet size limited during capture]
121 60 54.550000 O8:00: 4e: 08: STP Conf Root = 65535/08:00:4e:08:5d:56 Cost
7 STAT
2015 09 13 10 04 14 2 123 56 54.710000 204.252.102.2 207.183.142.87 POP Response: +0K 2 3457
e Valazy -
. b Frame 122 (60 bytes on wire, 60 bytes captured) 224
Client 2 Y ¥ B eee 9 5}
b Ethernet II, Src: 00:c0:4f:c7:eb:co (00:cO:4f:c7:eb:cO), Dst: 00:00:0c:36:00:189 (00:00:0c: 36:0d
2015_09_13 12-55-18 3 b Internet Protocol, Src: 207.183.142.87 (207.183.142.87), Dst: 204.252.102.2 (204.252.102.2)
‘ ‘ : < Transmission Control Protocol, Src Port: 22587 (22587), Dst Port: 110 (110), Seq: 29, Ack: 134, Len: 6
Source port: 22587 (22587)
Destination port: 11@ (116}
2015-09-13 16:22:55.01 ™ (icit ceauence number: 25 (relative sequence number)]
Acknowledgement number: 134 (relative ack number)

.., 1010, 1011, 1049

rﬂﬂ3ﬂ 7d 78 3d cc 00 OO 53 54

———

Yy o

41 54 od Ba

P: 3632 D: 3632 M: O

Sequence number (tcp.seq), 4 bytes :

Gap occurred, bring up history
Access packet capture for forensics or “proof”
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High Resolution Analytics
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Challenge

* Low Resolution (>1 Sec)
monitoring hides your
network problems

Millisecond Resolution
|dentifies problems that
your other monitoring

tools can't detect
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High Resolution Analytics
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foo:proconutaongar [ Por: 04 0| nrod-cvu400ng01-04-rx- : 3,378,032.0 Otissec " pitssec QLo " Ame O Local
prod-cvu400ng01-04-rx-milli-max : 30,760,000.0

foff Device Port Filter Avg Bps - All Max Bps - All Time of Peak Last Update (GMT) e
| prod-cvu400ng01 | m_ 642,963 8,453,056, Feb 23 2015 14:47:22 Feb 23 2015 14:49:58 i P d
h prod-cvu400ng01 04 | nx_-mili-max 15,979,945 81,512,000 Feb 23 2015 10:56:00 Feb 23 2015 14:49:58 ) e r - S e C O I I
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Timestamping for MIFID I
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Challenges
 MiIFID Il Compliance

e Contamination From
Queuing & Buffering

* Necessary for Diagnostics

cPacket Nanosecond
Time Stamp is most
accurate in the industry
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cPacket’s Time Significantly Exceeds plian ce
MiFID Il (RTS-25) Minimum Requirements

MIFiD Il RTS-25 Requirements

Type of Trading Activity Divergence from UTC Granularity Required cPacket Timestamp

Under MiFID Il Accuracy
Activity using high frequency 100 uS 1 uS or better
algorithmic trading technique
Activity on voice trading systems 1 sec 1 sec or better £1nS

rln
Activity on request for quote 1 sec 1 sec or better
systems where the response -
requires human intervention and using PPS or external
algorithmic trading PTP to PPS converter
Activity of concluding negotiated 1 sec 1 sec or better
transactions
Any other trading activity 1 msec 1 msec or better
Not STAC Benchmarks
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cPacket Integrated Monitoring Fabric

Monitoring
» Real-time Analytics for
Operational Intelligence

« Complete Packet Inspection

* Innovative Next-Generation
Architecture

cStor Intelligent
Forensics

* Intelligent Forensic Storage

 Troubleshooting Intermittent
Problems After-the-Fact

* Incident and Security Analysis
Dashboard Visualization L and Response

» Powerful "map" view gives instant
overview -> packet details

« Simple Management & Configuration
» Customize predictive alerts

EEEEEEE
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Thank You

Please email questions to:
Kerry@cPacket.com
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